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Mexico: Data Protection

The New Mexican Federal Personal Data
Protection Act

By Diego Martinez (Cervantes Sainz Abogados) and
Jim Halpert (DLA Piper)

OnJuly 6, 2010, Mexico became the latest world economy to adopt
broad-based private sector data protection legislation with the Federal
Act for the Protection of Personal Data Held by Entities and Individu-
als of the Privacy Sector (Ley Federal de Proteccion de Datos Personales de
los Particulares) (the “Act”).

The Act is the Mexican government’s response to fulfill interna-
tional standards regarding protection of personal data. Mexico joins

See Mexico, page 5

Canada: Foreign Investment

Canada Reviews Foreign Investment
Policies for Book Industry

By Mark Katz
(Davies Ward Phillips & Vineberg LLP)

In July 2010, the Canadian government announced that it will be
reviewing the current restrictions on foreign investment in Canada’s
book publishing, distribution and retail sectors. The government has
invited public input on the issue and published a "discussion paper"
(the "Discussion Paper") to help inform the debate (Investing in the
Future of Canadian Books, July 2010, available at http:/ /www.pch.
gc.ca/eng/1272486502392).

Currently, foreign investment in the Canadian book industry is
governed by the Investment Canada Act (the "ICA"), as supplemented

See Canada, page 8
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On July 6, 2010, Mexico became the
latest world economy to adopt broad-
based private sector data protection
legislation.
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InJuly 2010, the Canadian government
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ment in Canada’s book publishing,
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government has invited public input
on the issue and published a "discus-
sion paper" to help inform the debate.
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CFIUS reviews in-bound acquisition
transactions.
Page 10

On August 31, 2010, the White House
previewed asetof sweeping changesin
U.S. export control policies, following
a year-long interagency review
that found the current system to be
overly complicated and inefficient.
The revised approach will set new
standards for determining which
items and technologies should be
controlled, streamline exportlicensing
requirements, and consolidate export
control agencies’ enforcement
operations.

Page 11
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MEXICO

Mexican Intellectual Property
Information: Opposition to the
Grant of Patents?

By Cacheaux, Cavazos & Newton, L.L.P.

According with the provisions of Mexico’s Industrial
Property Law (LPI), inventions are patentable if: 1) they
are the result of a creative activity; 2) have an industrial
application; 3) and, are new. Five exceptions to such pro-
vision are set forth in Article 16 of the LPI. Additionally,
Article 19 of the LPI provides cases for which inventions
cannot be considered for registration. Similarly, legisla-
tion in this area provides that once a patent application
is filed with the Mexican Institute of Industrial Property
(Instituto Mexicano de la Propiedad Industrial or “IMPI”) an
administrative review mustbe carried out. Such adminis-
trative review basically consists of a formal examination
of the filed application documents, which is followed by
the publication of the patent application in the Official
Gazette of the IMPI, usually within 18 months from the
filing date (such publication can occur before such 18-
month period upon request to the IMPI).

This has been the normal patent registration process
for a long time. As of last June, however, a decree was
published in which several articles were added to the LPI.
The highlight of such decree, among others, is the new
Article 52a, which states that within six months, counted
from the date of publication of any patent application
published in the Official Gazette, the IMPI may receive
publiccomment concerning the application’s compliance
with the provisions set forthin Articles 16 and 19 of the LPI
(conditions for obtaining a patent on inventions that are
considered patentable). Comments that the IMPI receives
pursuant to Article 52a do not mandate the IMPI to rule
in a certain way. Nevertheless, this is the first time that
Mexico considers the possibility of allowing an interested
third party to submit some sort of “opposition” to the
granting of a patent.

This may be an important step (and with time these
“oppositions” may occur more often) that could spread
to other areas of industrial property, including trademark
registrations, as in many other countries.

Prepared by Cacheaux, Cavazos & Newton, L.L.P. an interna-
tional law firm with offices in Texas and throughout Mexico,
www.ccn-law.com. © 2010, CCN.

Lawsuits

Class Action Lawsuits in Mexico

By Cacheaux, Cavazos & Newton, L.L.P.

The Official Journal of the Federation published on
July 29, 2010 an amendment to article 17 of the Consti-
tution of the United Mexican States to create in Mexico
the legal concept of class action lawsuits, i.e. lawsuits
brought by a group of people that meet a uniform set of
conditions arising from the same cause that resulted in
losses or claims. The constitutional reform limits class
action lawsuits to proceedings regarding federal law,
such as those relating to consumers, users of financial

©2010 Thomson Reuters/WorldTrade Executive

services and matters concerning the environment, and
grants federal judges exclusive jurisdiction to hear such
cases. Itis also important to note that Mexico’s Congress
will have one year to issue secondary legislation on how
to regulate class action lawsuits.

Rules on class actions are nothing new, since coun-
tries like the United States, Spain, Colombia, Brazil,
Argentina and Chile, among others, already have rules
on this type of collective actions at a constitutional and
secondary level of legislation. With the constitutional
amendment to Article 17, the scope of a ruling on class
actions lawsuits would be valid for a group of people
who are in an identical situation to that of any plaintiff

See Lawsuits, page 4
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Lawsuits, from page 3

who has filed a lawsuit against an institution or entity.
Additionally, this amendment will compensate victims
that sustain damages resulting from monopolies, unfair
claims, abuse and fraud and other causes of action that
give rise to a class action lawsuit.

It is estimated that the success of this legal concept
will depend largely onsecondary legislation approved by
Mexico’s Congress. Up until this constitutional reform,
the only class action available at the federal level could be
filed only by the Federal Office of Consumer Protection
(“Procuraduria Federal de Proteccion al Consumidor” or

“PROFECO”) against companies that defrauded custom-
ers, but its effectiveness and scope was limited and was
subject to the willingness of the authority to prosecute
any given case. Last May, Mexico’s Supreme Court ruled
for the first time on class action lawsuits brought by
PROFECO, and held that the benefits of ajudgment from
such lawsuits must accrue to all affected consumers, not
just those who joined in the lawsuit.

Prepared by Cacheaux, Cavazos & Newton, L.L.P. an interna-
tional law firm with offices in Texas and throughout Mexico,
www.ccn-law.com. © 2010, CCN.

Industry

Industrial Insecurity: Myth or
Reality?

By Rene Cacheaux
(Cacheaux, Cavazos & Newton, L.L.P.)

Mexico’s President, Felipe Calderon, met on August
10 with representatives from various political parties
to discuss the federal government’s policy on internal
security and the so-called war against organized crime.
President Calderon stressed that the federal govern-
ment is winning this war; however, reality seems to
have overtaken all political rhetoric. The companies and
industrial conglomerates with industrial facilities in the
Mexican Republic are concerned about the lack of safety
that seems to have spread from coast to coast and from
border to border.

The real question is the following: How dangerous
is it to enter and leave the country and visit industrial
facilities, especially those located in border areas and in
sparsely populated areas? The United States consulates in
Monterrey, Nuevo Laredo and Ciudad Juarezhaveissued
several warnings for American citizens who live in and
visit Mexico that advise them to be careful and take extra
precautions when visiting and traveling within Mexico.
How unsafe is it and what precautions should be taken
when visiting industrial plants? In reality, unfortunate
incidents that result from the lack of safety do not oc-
cur everywhere in Mexico or on a daily basis. These are
isolated incidents thatlead to unfortunate situations that
are sometimes linked to involvement with members of
the underworld.

North American Free Trade & Investment Report

From a practical standpoint, if proper precautions
are taken, the risk of facing problems during visits to
industrial facilities can be significantly reduced. Some
general recommendations for these visits include the
following:

(i) avoid travel or night-time travel in isolated places
where there is little traffic;

(ii) refrain from wearing dress suits to not draw at-
tention

(iii) avoid unaccompanied travel from industrial
facilities to hotels or other places;

(iv) plan to travel on federal highways and toll roads
as much as possible;

(v) cooperate with personnel manning checkpoints;

(vi)donottocarrylargesumsofmoneyorrequiremanag-
ersoremployeesatthefacility to carrylarge sums of money;
(vii) place security guards at facility entrances and
strengthen identification procedures and access to such
facilities;

(viii) hire services from well known companies and
verify their references;

(ix) do not carry firearms for personal safety;

(x) to the extent possible, seek the company of lo-
cal people who are familiar with local practices and the
location of the intended destination when traveling to
a facility;

(xi) refrain from making cash transactions and receiv-
ing large sums of cash;

(xii) attempt to stay in places where there is a good
number of people around; and

(xiii) in case of an unfortunate incident, report it to
the nearest consulate.

©2010 Thomson Reuters/WorldTrade Executive
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If these precautions are taken, the risk of being in-
volved in a bad incident will be reduced.

It appears that Mexico’s state of the insecurity will
continue for the foreseeable future, thus, it will be im-
portant to stay vigilant at all times. This does not mean
that investments by industrial groups are in danger or
that there is a justifiable rush for such groups to leave the
country due to the Mexico’s insecurity. Mexico has been
and will continue to be a country of peace and harmony.

These are times of transition and cleansing beyond predic-
tion. In the future, companies and industrial conglomer-
ates will have to factor in safety conditions in selecting
the location of their industrial facility.

Rene Cacheaux (rcacheaux@ccn-law.com), founding partner
in Cacheaux, Cavazos & Newton, L.L.P. an international law
firm with offices in Texas and throughout Mexico, www.ccn-
law.com. © 2010, CCN.

Mexico, from page 1

Argentina and Uruguay as one of a few Latin American
countries with broad data protection regulation. The
Act is a major shift in privacy regulation in Mexico. Its
requirements will not take effect until July of 2011, fol-
lowing the issuing of regulations which will clarify the
scope of the Act’s broad pronouncements. It is already
clear, however, that the Act will demand several signifi-
cant changes inbusiness practices for commercial entities
doing business in Mexico.

The Act largely tracks the OECD Guidelines, and is
mostsimilarto Canada’snational privacy law, PIPEDA.In
contrasttobroad-based privacy laws enacted in Argentina
and Uruguay, it does not follow the E.U. data protection
regulation model. Instead, it adopts a middle ground
position that is far more compatible with U.S. privacy
law. The Act’s principal requirements are to:

(1) provide detailed notice to data subjects;

(2) offer data subjects the right to opt-out of uses and
disclosures of personal information and to an opt-inright
for sensitive personal information;

(3) engage in fair processing of personal data;

(4) provide access, correction and rectification rights
for data subjects to personal data about them;

(5) secure personal data;

(6) not keep personal data for longer than necessary;
and

(7) provide notification of security breaches involv-
ing personal data.

While thelaw contains significant potential sanctions,
preliminary indications from the Federal Institute for Ac-
cess to Information and Data Protection are that there will
be a significant role for self-regulation and a significant
emphasis on public education to adopt a culture of data

©2010 Thomson Reuters/WorldTrade Executive

protection in Mexico, rather than extensive enforcement
for the next several years.

The Actimplements the 2009 amendments to Articles
16 and 73 of the Political Constitution of the United
Mexican States (Constitucion Politica de los Estados Unidos
Mexicanos) (the “Constitution”) that explicitly recognize
the right to protection of Personal Data (as defined in the
Act). Paragraph 2 of Article 16 now provides that “Any
person is entitled to the protection of his/her personal data, to
the access, rectification, and cancelation of same...in accordance
with the provisions set forth in the Law, which shall provide for
exceptions and the principles ruling the treatment of data...”.
Article 73 of the Constitution was amended to provide
that the Congress may issue any kind of legislation in
connection with the protection of Personal Data.

Salient Features

Scope: As drafted, the Act appears to apply to all
data that is processed in Mexico without regard to the
nationality of data subjects in question. It also appears
to apply to websites that target Mexican Internet users.
Furthermore, personal data is defined quite broadly as
any information regarding an identified or identifiable
individual.

On the other hand, the Act provides for uniform
federal regulation so as to prevent a multiplicity of local
laws governing Personal Data. Itapplies to private parties,
both individuals and entities, in possession of or manag-
ing Personal Data’ (referred to as “Responsible Parties”)
other than: (i) credit reporting corporations (Sociedades
de Informacion Crediticia), who are regulated separately;
and (ii) entities that maintain and/or manage Personal
Data for their own use and not for commercial purposes
or for purposes of disclosing the information.

North American Free Trade & Investment Report
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Most of the Act’s requirements are aimed at the pro-
cessing (“Tratamiento”) of personal data. “Tratamiento” is
defined as “the procurement, use, disclosure, or storage
of personal data by any means”. Art. 3, XVIIIL. “Use” is in
turn defined broadly to cover “any act of access, manage-
ment, exploitation, transfer or disposition of person data.” Id.
This combination of definitions approximates the broad
definition of processing under the E.U. Data Protection
Directive.

The Act’s requirements are imposed on “those respon-
sible for” processing personal data (“responsible parties”),
who are defined as private individuals or entities “decid-
ing over the Tratamiento of personal data.” (Art. 3, XIV)
This definition closely resembles the definition of a data
controller under the E.U. Data Protection Directive.

Notice and Consent: The Actadopts a notice and opt-
out/opt-in consent regime for processing (“Tratamiento”)
of Personal Data.

Responsible parties must notify the data subjects in
a privacy notice of the personal data of the data subject
that is in the possession of and under the management

The Act largely tracks the OECD Guidelines,
and is most similar to Canada’s national
privacy law, PIPEDA.

of the Responsible Party and the purposes for which
it was obtained. The Privacy Notice must describe (1)
the identity and address of the responsible party; (2)
the purposes of the processing; (3) the choices and
means available to the data subject to limit the use and
disclosure of the personal data; (4) how to exercise ac-
cess and correction rights; (5) data transfers that have
been effected; and (6) how the responsible party will
notify the data subject of changes to its privacy notice.
The Act provides for opt-out consent for all processing
covered by the privacy notice except in the case of sensi-
tive data and financial data, for which opt-in consent is
required. Consent may be revoked at any time per the
method(s) set forth in the privacy notice. Processing that
is beyond the scope of disclosures in the privacy notice
and is not compatible or analogous to them requires a
separate, new consent.

Exceptions to opt-outand opt-in consent apply in the
case of: (1) data contained in publicly available databases;
(2) data that has been de-identified; (3) processing for
the purposes of performing obligations derived from a

North American Free Trade & Investment Report

legal relationship with the data subject; (4) an emergency
threat to an individual or his or her assets; (5) medical
necessity; or (6) authorization by statute or a competent
legal authority.

Data Security: Responsible Parties must establishand
maintain administrative, technical and physical security
measures necessary to protect the Personal Data from
damage, loss, alteration, destruction, and from any result-
ing unauthorized use, access or processing. These should
take account of existing risks, possible consequences for
data subjects, the sensitivity of the data, and technology
developments. The security measures may not be of less
quality as those applied to protect the responsible party’s
own information. Responsible parties and third parties
who participate in processing of personal dataare required
to maintain its confidentiality both during and after the
responsible party’s relationship with the data subject.

Access and Correction Rights/DROs: The Act pro-
vides that any data subject shall have the rights of ac-
cess, rectification, cancelation or opposition for his or
her personal data. The Act sets out detailed procedural
requirements relating to the exercise of these rights. Data
subjects also have a right to obtain the responsible party’s
privacy notice. These rights may be exercised starting 18
months after the Act’s effective date — January, 2012.

By July, 2011, all responsible parties must appoint a
private data responsible officer (“DRO”), who is respon-
sible for answering data subject’s requests. The DRO is
alsoresponsible for the protection of personal data within
all the employees of the Responsible Party.

Data Transfer: International data transfers of per-
sonal data are permitted if three conditions are met.
First, the responsible party must inform the data subjects
through the Privacy Notice that the personal data may
be transferred and the purpose for the transfer. Second,
the responsible party must bind the recipient of the
transferred personal data in a data transfer agreement
to comply with all of the responsible party’s obligations
under the Act. Third, the responsible party must inform
the foreign data recipient of the privacy notice and the
purposes for which the data subject authorized process-
ing of the personal information.

There are some circumstances provided for in the
Actwhere the Personal Data may be transferred, without
these requirements. These include transfers: (i) authorized
under international treaties to which Mexico is party, (ii)
between affiliates; (iii) necessary to protect the “public
interest”; (iv) necessary to protect a right to be exercised
in court (which appears to permit transfers for Discovery
purposes); (v) necessary for medical purposes; and (vi)
necessary by virtue of an agreement executed by the

©2010 Thomson Reuters/WorldTrade Executive
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responsible party “in the interest of the data subject”.

Security Breach Notification: Responsible parties
are required immediately to notify the data subject of
any breach of security occurring at any stage of process-
ing that “significantly affects the economic or moral rights of
the data subject.” This requirement, like many others in
the Act, is stated very briefly and will be fleshed out in
regulations.

Data Deletion/Fair Processing: When personal data
is no longer necessary for the purposes set forth in the
privacy policy or applicable law, it should be deleted. For
sensitive personal information, responsible parties are
required to make reasonable efforts to process the infor-
mation for the shortest period possible. Information on
bankruptcies and other failures to live up to contractual
obligations must be deleted from databases within six
years of the default.

More generally, personal data maintained in data-
bases are to be relevant, accurate and up-to-date, and
personal data may not be obtained through deceitful or
fraudulent means.

Furthermore, responsible parties are required to take
necessary actions to ensure that vendors and other third
parties who touch personal data abide by all the terms
of the privacy notice.

Enforcement and Education: The Federal Institute
for the Access of Information and Protection of Personal
Data (Instituto de Acceso a la Informacién y Proteccion de
Datos Personales) (the “Institute”) is charged with diffusing
the right to the protection of Personal Data in Mexican
society, promoting observance of these data protection
rights, and conduct oversight of the observance of the
Act’s requirements.

TheInstitute has the following powers: (i) supervising
and verifying compliance with the provisions of the Act;
(ii) interpreting the Act for administrative purposes;
(iii) providing technical support to Responsible Parties
for their compliance of their obligations; (iv) issuing
guidelines and recommendations as required by the due
application of the Act; (v) disclosing standards and inter-
national practices regarding the security information, in
relation to the nature of the data; the purposes for which
it is processed, and the technical and economic capaci-
ties of the responsible party; and (vi) investigating and
potential violations and imposing sanctions.

The Institute may: (i) grant a stay or discard the data
protection request, or (ii) confirm, revoke or modify the
response of the Responsible Party.

Both monetary and criminal penalties may beimposed
for violations. The Institute is entitled to impose financial
penalties. Imprisonment for felonies as a consequence

©2010 Thomson Reuters/WorldTrade Executive

of violation of provisions of the law is possible under
criminal law derived from claims filed by the public
prosecutor (Ministerio Piiblico) per request either of the
Relevant Protected Person or the Institute. Criminal pen-
alties are imposed when Personal Data is unduly used
and as a result security of the Relevant Protected Person
is or could be triggered.

Penalties and sanctions for violations of the Act in-
clude among others, fines for amounts ranging between
approximately $500 and $1.5 million. In case of repetitive
violation, fines may be imposed for an amount equal to 2
times the applicable fine. Moreover, criminal penalties of 3
months to 10 years of imprisonment may be imposed.

Additionally, the Ministry of Economy (Secretaria
de Economia) (the “Ministry”) is charged with spreading
awareness of the obligations regarding protection of Per-
sonal Databetween the private national and international
sectors with commercial activity in Mexican territory. The

The Act provides for uniform federal
regulation so as to prevent a multiplicity of
local laws governing Personal Data.

Ministry is to promote commercial best practices relating
to protection of personal data for the development of the
digital economy and of the national economy. The Ministry
is given authority to: (i) spread knowledge in respect of
the protection of Personal Data in the field of commerce;
(ii) foster healthy commercial practices regarding the
protection of personal data; (iii) with the cooperation of
the Institute, issue the corresponding regulations relating
to content and scope of the privacy notices referred to in
the Act; and (iv) carry out the registries of consumers in

respect of personal data and verify their functionality.

1 Personal information in possession of governmental entities
is already protected by the Federal Act on Transparency and
Access to Government Public Information enacted in 2007.

Diego Martinez (dmartinez@cervantessainz.com)is Partner of
Cervantes Sainz Abogados, in Mexico. Mr. Martinez focuses
his legal practice on general corporate and financial activities
matters, especially on banking and securities. Tel. +52 (55)
9178-5064. Jim Halpert (jim.halpert@dlapiper.com) is a Partner
in the Communications, E-Commerce and Privacy practice of
DLA Piper, in Washington DC. Mr. Halpert co-heads DLA
Piper’s global data protection practice and works extensively
on global data protection matters.
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Exports, from page 1

by a specific policy adopted by the Ministry of Cana-
dian Heritage with respect to the industry (the "Book
Policy").

The ICA contains general rules for non-Canadian
investors who establish new businesses or acquire control
of existing businesses in Canada’s cultural industries,
including books. Broadly speaking, acquisitions of con-
trol that exceed certain asset value thresholds are subject
to review and approval by the Minister of Canadian
Heritage (the "Minister"). All other investments, includ-
ing the establishment of new businesses, are subject to
post-closing notification only unless the Minister orders
the investment to be reviewed.

The Book Policy applies over and above the ICA
review / notification framework. It was initially issued in
1985 and prohibited foreign investors from controlling
any Canadian business in the book industry. The original
version of the Book Policy was replaced in 1992 because
the absolute prohibition on foreign control proved too
difficult to apply.

The current version of the Book Policy (available
at http:/ /www.pch.gc.ca/pc-ch/org/sectr/ac-ca/eiic-
csir/bkp-eng.cfm) sets the following rules for foreign
investmentin the Canadianbook publishing, distribution
and retail sectors:

e foreign investment in new business enterprises is
limited to Canadian-controlled joint ventures;

e the direct acquisition of an existing Canadian-con-
trolled business by a non-Canadian is not permitted,
although the government may consider granting an
exception if the business is in clear financial distress
and if Canadians have had a full and fair opportunity
to purchase;

e indirect acquisitions are reviewed to determine
whether they arelikely tobe of "netbenefit to Canada"
(the standard ICA test for approval);

e if a non-Canadian vendor wishes to sell an existing
Canadian book business independent of any other
transaction, it will be expected to ensure that potential
Canadian investors have had a full and fair opportu-
nity to purchase, and any successful non-Canadian

North American Free Trade & Investment Report

bidder's investment will be subject to "net benefit"

review and approval under the ICA.

Although the rules set out in the Book Policy seem
quite restrictive on their face, the Policy has been ad-
ministered in a more flexible manner in practice. Most
recently, for example, the Minister approved Amazon’s
application to establish a physical presence in Canada in
the form of a fulfillment centre, notwithstanding the Book

The current Canadian government has shown
a willingness to tackle some of the "sacred
cows” of foreign investment.

Policy’s ostensible requirement that foreign investment
in new book-related enterprises in Canada be limited to
Canadian-controlled joint ventures. The Minister instead
applied a standard "net benefit” review analysis and
agreed to Amazon’s proposed investment, subject to
undertakings. (See the March 31, 2010 issue of NAFTIR
for more details.)

This is confirmed by the Discussion Paper, which
acknowledges that the "practice of the Minister has been
to approve foreign investments in Canada when book-
related activities represent only a small portion of the
overall business”. The Discussion Paper adds, however,
thateven when the sale of books is ancillary to the overall
business, foreign investors may (and usually will) be re-
quired to provide binding undertakings to the government
regarding the future operation of the business.

The Discussion Paper also contains some interest-
ing statistics on Canadian Heritage’s review of foreign
investments in the book industry. Canadian Heritage
has reviewed 46 such foreign investments since 1999,
when it assumed responsibility for these reviews. Of the
46 applications received, 31 involved "ancillary” book
publishing and distribution activities and the rest had

©2010 Thomson Reuters/WorldTrade Executive
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"significant” activities in the book industry. Thirty-seven
out of the 46 applications involved retail book sales; 12
involved book distributors; and seven involved publish-
ing (eight of the applications touched on more than one
sector). Significantly, only two of the 46 applications
were denied, while 39 were approved on the basis of
undertakings (apparently five were approved without
undertakings at all). The most commonly negotiated
undertakings in this context required the use of Canadian
suppliers for the Canadian business as well as preserv-
ing the specialized and ancillary nature of the book sales
and / or distribution.

According to the Discussion Paper, the combination
of the ICA and the Book Policy has generally succeeded in
achieving the government’s goal of encouraging Canadian
ownership and control of the Canadian book industry.
For example, Canadian-owned publishers represent
96% of publishers operating in the Canadian domestic
market (although the four largest book distributors in
English Canada are all foreign-owned). To the extent that
foreign investments have been approved, the undertak-
ings required to receive approval have obliged foreign
investors to contribute to the Canadian book industry
in other ways, e.g., through the promotion of Canadian
authors and content internationally; sponsorship of Ca-
nadian literary events; investment in new technologies;
and sharing "best practices”.

So why initiate a review of the Book Policy at this
stage? In large part, this flows from the current govern-
ment’s overall policy objective of reviewing —and where
appropriate loosening or eliminating — restrictions on
foreign investment in Canada. For example, as noted in
the June 30, 2010 issue of NAFTIR, the Canadian govern-
ment has initiated a similar review process to examine
the rules governing foreign investment in the Canadian
telecommunications industry (see hitp:/[www.ic.gc.caleic/
site/ic1.nsfleng/05650.html/www.ic.gc.caltelecominvestment).
Also, on July 12, 2010, federal legislation came into force
to eliminate foreign ownership restrictions on Canadian
businesses that operate certain satellite transmission
facilities (see http://www2.parl.gc.calcontent/hoc/Bills/403/
Government/C-9/C-9_4/C-9_4.PDF).

The Discussion Paper also points to the June 2008
report of a panel appointed to review Canada’s foreign
investment review policies (the "Review Panel”). The
Review Panel recommended that Canada’s cultural
investment policies be re-assessed with a view to liberal-
izing them in a variety of ways. With respect to the book
industry in particular, the Review Panel questioned the
need to maintain (at least a formal) policy of prohibiting
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direct acquisitions of control by non-Canadian investors.
The Review Panel expressed the concern that the policy
drives "investment, opportunity and talent outside of
Canada”.

To assist in the consultation process, the Discussion
Paper setsoutaseries of "non-mutually exclusive options”
that will be considered in reviewing the Book Policy:

1. Maintain the Book Policy in its current form.

2. Remove restrictions in one, two or all three book
sectors, i.e. publishing, distribution and retail.

3. Maintain restrictions concerning acquisitions of
book industry businesses, but remove restrictions con-
cerning new entry.

4. Maintain restrictions concerning new entry, but
remove restrictions concerning acquistions of book sec-
tor businesses.

5. Revise the Policy for one, two or all three book
sectors to allow foreign ownership and control of book
businesses subject to specific circumstances/net benefit
undertakings.

6. Amend the Policy to clarify its lack of application
to specific types of businesses, i.e. ancillary book retail
businesses and non-Canadian-based online retailers.

7.Modernize the proposed undertakings while main-
taining current restrictions linked to foreign control.

Conclusion

The current Canadian government has shown a
willingness to tackle some of the "sacred cows” of for-
eign investment, including the heretofore untouchable
restrictions on foreign investment in Canadian telecom.
The review process for the Book Policy is consistent
with that overall objective. It is also a welcome initia-
tive. According to the Discussion Paper, the Book Policy
has been applied in a much more flexible way than it
reads on paper. Foreign investors and the industry will
thus be better served by a revised Policy that accurately
reflects government practice and that takes into account
developments in the 18 years since the Book Policy was
last revisited.

Mark Katz (mkatz@dwpv.com) is a Partner in the Competition
and Foreign Investment Review Group of Davies Ward Phil-
lips & Vineberg LLP, Canada, in Toronto (tel: 416.863.0900).
Mark advises domestic and international clients on a wide
variety of competition and foreign investment law matters such
as mergers and acquisitions, criminal cartel investigations,
joint ventures, abuse of dominance, distribution and pricing
practices, misleading advertising and compliance.
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UNITED STATES

Acquisitions

CFIUS Reviews of In-Bound
Acquisition Transactions

By Keith Martin.
(Chadbourne & Parke LLP)

In-bound acquisitions of U.S. businesses with poten-
tial national security implications by foreign investors
have run into trouble on average 14% of the time since
2006.

Two investments by Chinese companies were effec-
tively blocked in the last 10 months — including one in
the solar sector — after questions were raised by CFIUS,
afederal panel thatreviews such acquisitions. The parties
cancelled the transactions.

In one case, Emcore, a U.S. manufacturer of compo-
nents for fiber optics and solar panels, proposed to sell
60% of certain of its businesses to a Chinese company,
Tangshan Caofeidian Investment Corporation, for $27.8
million. The Chinese company planned to invest another
$27 million in the business after the initial purchase. Em-
core planned, as part of the deal, to establish a photovoltaic
manufacturing facility in China. The company announced
in late June that it was withdrawing the transaction after
CFIUS expressed “certain regulatory concerns.”

Last December, CFIUS forced another Chinese inves-
tor, the Northwest Nonferrous International Investment
Company, to drop plans to acquire a 51% interest in
FirstGold, amining company based in Nevada. FirstGold
holds leases to use more than 8,000 acres of federal land.
The government felt the deal would bring the Chinese
too close to a sensitive Naval air base and other military
facilities whose locations are classified.

The withdrawals are a reminder to submit proposed
in-bound acquisitions of interests in U.S. businesses that
might raise security concerns for approval. CFIUS was
formed by President Gerald Ford in 1975. It is an inter-
agency committee, headed by the Treasury Department,
on which 16 agencies sit. Submission of proposed deals is
voluntary. However, the committee has authority to set
aside transactions after the fact that were not submitted
for review.
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The committee makes recommendations. The U.S.
president has ultimate authority to block a transaction.
Only one transaction has been formally rejected by the
president. The first President Bush rejected a proposed
acquisition of MEMCO Manufacturing Inc., a supplier to
Boeing, by the China National Aero-Technology Import
and Export Corporation in 1990. Transactions that run
into trouble are usually withdrawn before they reach the
need for a presidential decision.

Before 2006, at most one or two transactions a year
were withdrawn. During the period 2006 through 2009,
64 transactions were withdrawn, or roughly 14% of the
469 transactions submitted to CFIUS for review during
that period. CFIUS still approves most requests, including
a purchase by EdF, which is owned partly by the French
government, of a minority stake in nuclear plants owned
by Constellation Energy.

In July, 50 members of the House steel caucus sent
Treasury Secretary Timothy Geithner a letter urging him
to “thoroughly investigate” a proposed investmentby the
Anshan Iron & Steel Group of China in the Steel Develop-
ment Company in Mississippi. Terms of the investment
have not been announced but are believed to involve
investments in as many of five steel mills owned by the
U.S. company. The congressmen charge that the invest-
ment could distort the U.S. marketbecause of the Chinese
company’s access to “massive Chinese government sub-
sidies” and cost American steelworkers their jobs.

Virgin Galactic, a company formed by Richard Bran-
son to engage in commercial space travel, sold 32% of the
company to Aabar Investments in Abu Dhabi for $280
million in July 2009, subject to regulatory approvals. Late
in 2009, the company agreed to withdraw and resubmit
its application to give CFIUS more time to review it.
The government is reportedly concerned about possible
spread of missile-based weapons delivery systems. The
company plans to build a spaceport in New Mexico.
More than 340 people have paid deposits of $20,000 a
piece toward tickets costing $200,000 each. A company
spaceship is expected to make its maiden voyage in two
to three years.

Keith Martin is with Chadbourne & Parke LLP in Washing-
ton.
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President Obama Announces
Sweeping Changes in Export
Control Regulation

By Barry J. Hurewitz and Ronald I. Meltzer
(Wilmer Cutler Pickering Hale and Dorr LLP)

On August 31, 2010, the White House previewed a
set of sweeping changes in U.S. export control policies,
following a year-long interagency review that found the
current system to be overly complicated and inefficient.
Therevised approach will setnew standards for determin-
ing which items and technologies should be controlled,
streamline exportlicensing requirements, and consolidate
export control agencies’ enforcement operations.

Interagency Review Highlighted Long-Standing
Problems with U.S. Export Controls

In announcing the regulatory reform initiative, the
White House noted:!

¢ The current export control system implements two
different control lists with fundamentally different
approaches to defining whetheritems are controlled,
administered by unrelated agencies. This has caused
significant ambiguity, confusion and jurisdictional
disputes, and delayed clear license determinations
for months and, in some cases, years;

e Thedifferentlicensing agencies apply differentlicens-
ing policies and operate under unique procedures
and definitions, leading to gaps in the system and
disparate licensing requirements for nearly identical
products;

¢ Amultitude of agencies with overlapping and dupli-
cative authorities currently enforce export controls,
creating redundancies and jeopardizing one another's
investigations; and

¢ The agencies operate on separate information sys-
tems, none of which is accessible to other licensing
orenforcementagencies or compatible with the other
systems, resulting in a lack of comprehensive infor-
mation about items approved for export and, more
significantly, items for which export authorization
is denied.

This review led the Administration to recommend
new export control criteria for exported items and uni-
versal guidelines for determining the need for an export
license. The new regulatory initiative follows a broad
outline issued earlier this year and a push for new export
control legislation thathas progressed slowly in Congress.
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This new announcement reflects the Administration's
intent to move forward with regulatory changes that can
be made without Congressional action. It will likely take
months to roll out the new regulations.?

New Export Control Criteria

Under the revised regulations, agencies will apply
new criteria, based on more objective and transparent
rules, to determine which items and technologies should
be controlled. These criteria will be used to revise both the
State Department’s U.S. Munitions List (USML) and the
Commerce Department’s Commerce Control List (CCL),
so that they will both feature “tiers” that distinguish
sensitive items requiring stricter controls from items rais-
ing less significant national security concerns. Further,
the often blurred jurisdictional boundary between the
State Department and the Commerce Department will
be clarified to reduce uncertainty about which agency
has jurisdiction over a particular item. Finally, both the
USMLand CCLwill bestructurally aligned using objective
criteria to facilitate a future consolidation into a single
list of controlled items.

Each list will be divided into three “tiers,” delineated
as follows:

¢ Highest-Tier — items that provide a critical military
or intelligence advantage to the U.S. and are avail-
able almost exclusively from the U.S., or items for
weapons of mass destruction;

e Middle-Tier—items that provide asubstantial military
or intelligence advantage to the U.S. and are avail-
able almost exclusively from the U.S. or multilateral
partners and allies; and

¢ Lowest-Tier — items that provide a significant mili-
tary or intelligence advantage but are available more
broadly outside of the U.S.

Universal Guidelines for Imposing Export Licensing
Requirements

Once an item is placed into a tier, licensing require-
ments will be based upon a standardized policy and will
be followed by all of the agencies with export control
authority. This standardization is intended to provide
more clarity to both industry and government personnel
regarding the proper application of the export control
specifications. These guidelines will be as follows:

e For highest-tier items, a license will generally be
required for all destinations;

e For middle-tier items, many will be authorized for
exporttomultilateral partnersand alliesunderlicense
exemptions or general authorizations;

e For lowest-tier items, a license will generally not be
required;
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e Foritemsauthorized tobe exported withoutlicenses,
new measures will be imposed to prevent unauthor-
ized re-exports to unauthorized destinations; and

e The U.S. government will continue its sanctions
programs directed toward specific countries, such
as the heightened export restrictions in place against
Cuba, Iran, North Korea, Sudan, and Syria.

Improved Enforcement and Interagency
Coordination

To protect against unauthorized exports of sensitive
items, the revised system will include additional end-use
assurances against diversion by foreign consignees and
will increase outreach and on-site visits both domesti-
cally and abroad. Additionally, an Export Enforcement
Coordination Center will coordinate these enforcement
efforts across all export agencies.

The export control agencies will transition to a single
export control information system for reviewing applica-
tions, issuing licensing decisions, and ensuring improved
interagency information sharing. The consolidation of
enforcement operations and information systems is a
preliminary step toward a possible future merger of the
Treasury, State, and Commerce Departments’ export
functions into a new agency.

Businesses and Institutions Face an Extended Period
of Regulatory Change
The currentexport control framework is complex and
highly technical, and the upcoming regulatory changes
areintended toimprove predictability for businesses and
institutions by more clearly identifying sensitive items.
This transition will require substantial changes in the
regulations and practices of the export control agencies,
and corresponding changes to the internal policies and
procedures of every affected business and institution.
Moreover, these changes will come amidst significantly
increased enforcement activity, enhanced penalties, and
continued movement by the European Union and other
countries toward amultilateral regulatory structure, based
on the system of controls that the U.S. is now changing.
These changes to the U.S. export control system will
alter long-standing practices and expectations among
businesses and institutions concerning agency jurisdic-
tion, product and technology classifications, licensing
requirements, processing of license applications, assur-
ances sought from foreign customers, and assessments of
enforcement risk. Thus, the price of a rationalized export
control system will include a period of uncertainty for
businesses and institutions, as unfamiliar new standards
and policies are implemented.
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