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What we know today as "SPAM" is old and not just because there has been a can of it at the back of your kitchen cupboard for more than ten years.

1864: The first recorded instance of mass unsolicited commercial communication occurred in May of 1864 right after Western Union allowed a single message to be sent to multiple destinations and a group of British politicians received an unsolicited telegram advertising a dentistry shop.  They just didn't call it SPAM.
1937:  because Hormel didn't invent SPAM until 1937
1941–45: SPAM then became ubiquitous during and after WWII, especially in Britain
1970:  Giving rise to the Monty Python sketch set in a café where every item on the menu includes SPAM, and the waiter reciting the menu is                       drowned out by a chorus of Viking patrons lustily singing "Spam, Spam, Spam, Spam….lovely Spam"
1978:  The next instance of mass unsolicited commercial messaging occurred in 1978 on ARPANET (a predecessor to the Internet) when a email advertising a new model of DEC computer was sent to 393 recipients.  
Still not called SPAM and pre-Internet, but significant for two reasons:
- one, reaction from the ARPANET community was fiercely negative and two, some sales were generated.
Next: BBS users (think of crude chat rooms on a crude internet) would type the word SPAM a huge number of times to scroll other user's text off the screen and theirs sending an irritating large, meaningless block of text – this became known as "spamming".
1994:  A husband and wife pair of lawyers used bulk Usenet postings (think of Usenet as a way station between BBS and Internet chat forums) to advertise their immigration law services.
Again, widespread condemnation from Usenet participants but as lawyers they (of course) raised a freedom of speech argument. Unsolicited commercial messages are now firmly established as SPAM.

Email takes off in the late 90s, and mass unsolicited commercial messages move mostly into the email realm which is how we get to today. 

Everyday approximately 191 billion email messages are sent globally and somewhere between 80% and 90% of those emails are what we now call SPAM.

Just as technology has evolved, the term SPAMMING has evolved to encompass not just unsolicited advertising for regular commerce, but also communication that go to irregular commerce – phishing, hacking, spoofing, social engineering, spyware and malware infection – usually for purposes of identity theft, financial theft, virus, fraud, deceptive marketing and dissemination of pornography, or some combination thereof.
 
SPAMMERS do it now for the same reasons they did it in 1864 - it works!  

Legitimate email marketers love email because it is extremely low cost, the results are more measurable, more environmentally friendly and ultimately it's more effective. For every $1 invested in email marketing the return is $44.

So the same will be true for irregular commerce, with the added benefit of anonymity.

But reaction to SPAM is still fiercely negative.
SPAM has a huge cost – not just the lost work productivity of individuals having to sort out SPAM,
BUT direct costs
consumption of computer and network resources; and
cost to enterprises to combat SPAM; and 
the victim costs for criminal activity.
Which is how we ended up with…



Just Call Me CASL (/'kass.l/)

An Act to promote the efficiency and adaptability of the Canadian
economy by regulating certain activities that discourage reliance on
electronic means of carrying out commercial activities, and to
amend the Canadian Radio-television and Telecommunications
Commission Act, the Competition Act, the Personal Information
Protection and  Electronic Documents Act and the
Telecommunications Act

O Statute + CRTC Regulations + Industry Canada Regulations + CRTC
Compliance & Enforcement Bulletin + FAQs + Regulatory Impact
Analysis Statement (RIAS) + Criminal Code

O Consequential Amendments:
= Competition Act
» Telecommunications Act
= PIPEDA
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CASL is the response to the governments' task force on SPAM which submitted its report in 2005 – in technology terms dinosaurs still roamed the earth. 

Statute was enacted in 2010, but proclamation stalled another 3 years while regulations were drafted.

Statute itself is complex - also many pieces – a bit of a puzzle.

CASL targets both the annoying, unwanted commercial messages and the malicious actions.

CASL will be phased in over three years but key provisions effective July 1, 2014.


http://www.freehostia.com/blog/wp-content/uploads/2011/10/no-spam-2x.gif

Three Key Dates for CASL

Welcame to

SUESVILLE

DAVIES

July 1, 2014

Prohibits sending "commercial electronic messages" without
express or implied consent

Messages must meet certain form requirements unless exemptions
from consent/form apply

a
a
O Broadens scope of misleading representation provisions of the
Competition Act

a

a

Prohibition on address harvesting
Prohibition on altering transmission data

January 15, 2015

O No installation of a computer program without express consent and
prescribed disclosure (unless exemptions apply)

July 1, 2017

O Private right of action becomes available (where CRTC has not
taken enforcement action)

Q Three year "transition period" comes to an end
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July 1, 2014 – CEMs, misleading advertising, message routing & address harvesting
January 15, 2015 – Computer programs
July 1, 2017 – Private right of action
The majority of our focus today is CEMs, but we will touch on some of the other areas of potential relevant to your businesses

Jennifer will walk you through CEMs, consent and the form requirements for electronic messages.
Anita will talk about misleading advertising and other important changes to the Competition Act coming out of CASL.

I will be back at the end to talk briefly about message routing, address harvesting and installation of computer programs, as well as enforcement, and penalties.

We will finish up with a case study and some questions, as well as an overview of the Next Steps you should be taking to ensure your compliance with CASL as of July 1, 2014
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DAVIES

Applying CASL In 5 Easy Steps

ﬁ 1) ARE YOU USING CEMS TO COMMUNICATE WITH CUSTOMERS OR PROSPECTS?
-\

.

;II EXEMPTION FROM CONSENT REQUIREMENTS?

A 4 A 4

EXPRESS CONSENT? -OR - IMPLIED CONSENT?
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Is the message a CEM?
If so, do any exemptions from CASL requirements (form AND consent) apply?
If no exemptions from CASL, do any exemptions from consent apply?
What is consent?
(a)	implied consent
express consent
Where no exemption from CASL, what are form requirements for CEMs?


Is 1t an Electronic

Message?
4 OE-mais
O Texts

U Instant messages

U Facebook, LinkedIn, Twitter or other social
media messages to a user's account

sent to customers or prospective customers

AND after July 1, 2014 any message asking for consent to send a
CEM is itself a CEM and must meet consent and form requirements
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Does your organization use e-mail distribution lists for customer newsletters, promotions, advertisements and/or contests?
Does your organization use "text" alerts to communicate with customers (ads etc)?
Does your organization use "Facebook" or other social media platforms to send out alerts  to Facebook accounts of customers/potential customers?
"Tweets" or Facebook posts to general public (and not directed to a user's account) are unlikely to trigger requirements for CEMs



Is It a "Commercial”

Electronic Message?

Broad definition of CEM in CASL (s. 1(2)):

"An electronic message that, having regard to the content of the message, the hyperlinks in
the message to content on a website or other database, or the contact information

contained in the message, it would be reasonable to conclude has as its purpose, or one

of its purposes, to encourage participation in a commercial activity, including an electronic

message that:

a)

b)

C)
d)

offers to purchase, sell, barter or lease a product, goods, a service, land or
an interest or right in land;

offers to provide a business, investment or gaming opportunity;
advertises or promotes anything referred to in paragraph (a) or (b) above; or

promotes a person, including the public image of a person, as being a
person who does anything referred to in any of paragraphs (a) to (c), or who
intends to do so."



Do Any Exemptions from

CASL Apply?

Exemptions from Consent and Form Requirements:

O Family/personal communications
— CEMs between individuals with a "personal or family relationship”

Q Internal communications within organization

— concerning affairs of that organization i.e., between employees,
reps, consultants or franchisees

O Inquiries related to recipient's commercial activities

— e.g. CEMs where asking for quote or services from recipient and
responses to inquiries

O External business-to-business CEMs with an "existing
relationship”

— and message concerns affairs of organization or recipient
employee, rep, consultant or franchisee
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Family Relationship - Definition:  Relationships between two people related through marriage, common law partnership, or legal parent-child relationships. 

Family:  No siblings, grandparents, aunts, uncles

Personal Relationship: 

So, relationships you would typically think of as familial are shoe horned into “personal relationship” something that could be equally said of your barista who know you by name and sees you every day. 



Exemptions: Form and

V

f Cconsent

U CEMs of alegal nature
— satisfy a legal or juridical obligation
— provide notice of or enforce a right, court order, judgment or tariff
— enforce a right arising under federal, provincial, municipal or foreign law

0 CEMs sent & received on electronic messaging services, with
conspicuous unsubscribe & implicit or explicit consent to receive

— e.g., through mobile application, IM, BBM, text subscriptions
0 CEMs sent on closed secure account by provider of account
— e.g., online banking website
U CEMs accessed outside Canada

— must comply with local law if country has laws similar to CASL, otherwise
must comply with CASL

O Interactive voice, fax calls or voice recordings sent to telephone

account
10



If CASL Applies, Are Any

Exemptions from Consent Available?

0 Exempt from getting consent if the CEM solely:
e provides a quote or estimate requested by recipient

 completes or confirms a commercial transaction previously agreed
to by recipient

« provides warranty, recall, safety or security information about
something recipient purchased

» provides notification of factual information re: an ongoing
subscription, account, loan or membership

» provides information to employee re: employment or benefits

» delivers a product, good or service (or update) customer is entitled
to

BUT such CEMs must still meet the form requirements

11
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Third Party Referrals

One-time exemption from consent requirements for "third party referral"

First CEM sent following a referral by a "person” with:

e an existing business or non-business relationship,
or

* a personal or family relationship, and

» referring person must have such relationship with
both the sender and recipient, and

 CEM must disclose full name of referrer and state message was
sent as a result of the referral

12
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NTD: Discuss issue re: RAF/FTAF campaigns
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DAVIES

Two forms of consent for CEMSs:

O Implied — would be reasonable to conclude you have
someone's permission to send CEMs

O Express — someone actively (written or oral) gave you
permission to send a CEM

Key difference — implied consents will need to be "refreshed"
continuously going forward; express consent good until
revoked by recipient

13



imeply (im-plt')

tr.v. imeplied, imeply*ing,
imeplies

1. To involve by logical
necessity; entail: Life implies
growth and death.

2. To express or indicate
indirectly: His tone

implied disapproval.

See Synonyms at suggest.

What is Implied Consent?

"Existing business relationship"

"Existing non-business relationship"

Conspicuous publication of address

Disclosure of electronic address to
sender

Even if you have implied consent, you must meet form requirements

14


Presenter
Presentation Notes

What is "Existing business relationship"?
Arising from purchase, lease or barter of a product, goods, a service or land within prior 2 years (renewed each time this occurs)
Acceptance of business, investment or gaming opportunity within prior 2 years (renewed each time this occurs)
Written contract in force or expired within prior 2 years
Inquiry or application re: purchase, sale, barter or business opportunity within prior 6 months

What is "Existing non-business relationship"?
Donation/gift to, or volunteer for registered charity, political party or organization, or candidate for public office within prior 2 years
Membership in club, association or voluntary association within prior 2 years
See CASL transition period as well


Conspicuous publication of electronic address
Email address posted on company website
If the subject matter of the CEM is relevant to the person's business, role, functions or duties in business / official capacity 
No statement that does not want unsolicited messages

Disclosure of electronic address to sender
aka "Business card" exception – recipient hands sender card
CEM subject matter is relevant to person's business, role, functions or duties in business / official capacity
No statement that does not want unsolicited messages

Note:  Transitional CASL provisions "grandfathered" existing business and non-business relationships

Implied consent for existing business or non-business relationship over any time period (i.e., not constrained by usual 2-year period); and where that relationship included sending CEMs

Implied consent valid until July 1, 2017 (3 years), unless recipient unsubscribes

The intent of the three year transitional period is to allow businesses to obtain consent

*Again – even where have implied consent, must meet form requirements under CASL by July 1st




DAVIES

What Is Express Consent?

0 May be obtained orally or in writing (including electronically)

O Must set out "clearly and simply":

= Purpose or purposes

= Name by which sender (or person on whose behalf message sent)
carries on business

= |f sent on behalf of another, ID of both sender and person(s) on
whose behalf sent

= Contact info: Mailing address and either telephone number, email
or web address of sender/person(s) on whose behalf sent

= Ability to withdraw consent: Statement that consent can be
withdrawn at any time

= EXxpress consent valid unless/until recipient unsubscribes

15
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If don't have exemption + CASL applies + can't rely in implied consent – must have express consent to send CEMs

Certain intermediaries don't need to be identified.

Express consents can be sold as business assets.



DAVIES

“o Consent for Third Parties

Consent for Unknown Third Parties

[ Can obtain express consent on behalf of unknown third parties
ge.g. can ask recipient for consent to receive CEMs from you and
rom others even if you don't know who the others are)

= subsequent CEMs from third party must identify sender and party
who obtained consent and give recipient opportunity to
unsubscribe from all third party CEMs

= third Barty CEMs need not, however, provide ability to
unsubscribe from original party's CEMs

= |F recipient unsubscribes from third party CEMs, the third party
must notify the original party and the original party must notify alll
other third parties to give effect to unsubscribe

16
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[NTD: See Darwiif recipient unsubscribes from third party CEM’s, the third party must notify the original party and the original party must then notify all other third partiesn presentation.]


How to Obtain Express

‘o0 Consent

1 Can do:

= sign-up on website
" |n response to coupon offer or
contest

= sign-up at point of sale
= over phone

= product yvarrangl or
registration cards

O Cannot do:
= pre-toggle or "pre-check" boxes

O Consents under s.6, 7 & 8
must be sought separately

d Cannot bundle consents with
terms and conditions

DAVIES

You are about to purchase Product A
for $10.00.

/| agree to receive Company Inc.’s
newsletter containing news,
updates and promotions regarding
Company Inc.’s products. You can
withdraw your consent at any time.

Please refer to our Privacy Paolicy or Contact Us
for more details.

m Confirm purchase

Poivacy Policy | Tarm smd onciicns | S Map | Comtact Uy

2

Croat an sccount | Sionin | B2
© SHOPPING CART € PAYMENT DETAILS £ CONFIRMATION OF PURCHASE ) DOWNLOAD

anananananananananananananananananan

You are about to purchase Product A
for $10.00

__ lagree to receive Company Inc.’s
newsletter containing news,
updates and promotions regarding
Company Inc.’s products. You can
withdraw your consent at any time.

Please refer to our Brivacy Policy or Contact Us
for more details.

| Back J Confirm purchase

Beivacy Policy | Tarmz snd Condifions | §Hebiap | Comtac Vs

17
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Onus on sender to maintain adequate records to prove consent
Must keep records of consent for period that you communicate with person
Keep record of name, e-mail address, how you obtained consent (e.g., email opt-in, by phone, at point of sale), date, nature of consent (express or implied)
If collecting consent by phone: How to document? What does "verified by independent third party" mean? Keep recordings?
"Sought separately":  Regulations require "separate" consents for each of CEMs, alteration of transmission data & installation of computer programs – can be all in one form, but cannot be one long rambling consent.
Cannot bundle in consent with general terms of sale.



ROG

WEAASS A

[«]»||® viojg |

Q|

13 COMPANYa

B SHOPPING CART ) PAYMENT DETAILS & DOWNLOAD

Crearin an pocount | Signin | 5

TERMS & CONDITIONS

—] __ laccept the Terms and Conditions.

electronic address.

more details.

Pownload §

?lw ree to the installation of Company Inc.'s Product A
are. The function and purpose of Product A are =
tOL_“_ﬂ“ tosseat . To request
removal or disabling of this computer program under
certain conditions, please contact us at this

__ | agree to receive Company Inc.'s newsletter containing
news, updates and promotions regarding Company Inc.’s
products. You can withdraw your consent at any time.
Please refer to our Privacy Policy or Contact Us for

18
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Grandfathering of Existing Consents

RIAS: "Express consents, obtained [under PIPEDA] before CASL comes into
force, to collect or to use electronic addresses to send [CEMs] will be

recognized as being compliant with CASL"

CASL Consent Vs. PIPEDA Consent
- prescribed information: name - principles, not prescription
& contact details . : :
- principle that consent valid until
- must include statement that withdrawn, i.e. implied right to
consent can be withdrawn withdraw

- opt-in only - opt-out permissible

19
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GS:  It is not as broad as you think.

PIPEDA: RIAS confirmed that “express consents, obtained before CASL comes into force, to collect or use electronic addresses to send commercial electronic messages will be recognized as being compliant with PIPEDA” 

Implied consents will not be recognized, i.e. if there is no longer an exclusion nor any form of consent under CASL.

JL:  Discuss other types of pre-CASL express consents



- Form Requirements for
" CEMs

Each non-exempt CEM must:

« "clearly and prominently" identify sender/person(s) on whose behalf
sent

» provide contact info for sender/person(s) on whose behalf sent

 include no cost, easy unsubscribe mechanism

20
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Identify Sender:
Name by which sender (or person on whose behalf message sent) carries on business
If sent on behalf of another, ID of both sender and person(s) on whose behalf sent
If affiliates name all or, if not practical, then name those with material role

Provide Contact Info:
Mailing address and either telephone number, email or web address of sender/person(s) on whose behalf sent (can link to website)
Contact info must be valid for 60 days from date CEM is sent
If impractical to include, can link to web page – list all material

Unsubscribe mechanism:
Same means as message sent, or other electronic means
Electronic address or link to web page for unsubscribe (valid for 60 days)
Set out clearly, simple and easy and can be readily performed
Must unsubscribe "without delay", no later than 10 business days
Guidelines: unsubscribe mechanism must be "consumer friendly"



Sample Unsubscribe
4% Mechanism

ZlC 6

£9% COMPANY.

B UNSUBSCRIBE

Craaio an EOCOUrE | Sgn o |

h=

| would like to unsubscribe from receiving:

__ All messages from Company Inc.

__ All promotional messages from Company Inc.
I will continue to receive notifications

consisting of factual information about my
account and purchases.

-
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Amendments to Misleading

Advertising Provisions

0 Amendments to Competition Act's misleading advertising
provisions allow Bureau:

= to pursue misleading representations under civil provisions
regardless of whether rep is misleading in a material respect
where the representation is in:

» sender info or URL (e.g.,
losefivepoundstoday@easyweightloss.com)

» subject line of email (FREE Today Only)

= OR to pursue these same types of misleading
representations under criminal provisions if knowingly or
recklessly send or cause to be sent

23


mailto:loseweighteffortlessly@pills.com

Misleading Advertising

Provisions (cont'd)

U Bureau does not need to demonstrate that anyone was misled
0 Offence can be made out if you permitted representation to be sent
0 Offence is committed once message is sent (transmission is initiated) and it

Is Immaterial whether the electronic address exists or whether message
reaches its destination

24



Other Important Competition

Act Amendments

O Creates private right of action (in July 2017) under
civil misleading advertising provisions

O Improves Bureau's ability to share information with
its international counterparts

25
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CASL Tips for Advertisers

O Review your "forward to-a-friend" contests and
marketing efforts:

= "referral" exemption from CASL unlikely to apply

» RIAS states that "due diligence defence exists Iin
CASL, if those who promote FTAF campaigns
provide prospective clients and contestants

M.

(e e 30 1 with the limitations defined for family and
personal relationships... they can use these to
reduce their liability"

26
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DAVIES

CASL Tips for Advertisers

O Review your existing relationships with third party or
"affiliate" marketers:

AOVERTISG = Assess risks of misleading advertising by third parties:

AL S > Bureau has taken the position that can be
responsible for misleading representations of others

0 <=/ ATILIATE Y o, ppc on the theory that "permitted" representations to be
MARKETING made
4 N
WAFC U oaLE : o
COMMSSIon » Assess CASL-compliance risks:

» CASL prohibits aiding, inducing "any act" that is
contrary to form and consent requirements

0 Review existing contracts

27
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Those Other Parts of CASL.:
Installation of Computer
Programs, Message Routing
and Address Harvesting




Installing Computer Programs

(January 2015)
|

FRAUD: Q Prohibition on installing a computer program
SPW{?A‘Q‘EZ?, on someone's computer system in the course
HACKING 3 of commercial activity without express

DANGER /7

V|ng consent of owner/user

O Only exception is when acting in accordance

Google <, -
with a court order
Gmail "‘6
ehY é@? O "Computer program” and "computer system"
amazonkmde

maz f T as defined in the Criminal Code
s ‘ pnnacle
‘/ mbwu&e &
»H &l g
B ow Fw g 1Y)
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Installation of Computer Programs: applications on personal computers, tablets and mobile devices to programs that are embedded in consumer products such as automobiles, TV sets, PVRs, home audio systems, household appliances and devices used in homes such as thermostats, security systems, lighting controls, and home networking systems, and an endless variety of other devices including watches, toys, learning systems, hearing aids and other medical devices and so forth

"Install" – not defined - Ummmm…..bit of a loophole?




Cconsents

Deemed Express Consent

For TSPs to install software to protect, upgrade or
update their networks or patch a failure in the system
software or hardware

Or if the program is:

a cookie

HTML code

Java Scripts

an operating system

a program executable only through the use of
another computer program that you previously
obtained consent to install

Express Consent

To install programs or updates or upgrades in the
course of commercial activity

* may be sought in advance of the actual
installation
» consent must clearly and simply
» describe the function and purpose of the
computer program
» provide information enabling consent to
be withdrawn
* Include contact information

TSP: Telecommunications service provider (defined)

30
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NOTE: There is no implied consent

Contact information: basically same info per CEM consents

Cookies are computer programs?

IC: cookies are not programs
CRTC: cookies are programs but are not "installed" and therefore not subject to CASL prohibition

Which begs the question of why they are in s.10(8) 



Consents (cont'd)

Enhanced Consent

If program will cause computer system to
operate in manner contrary to reasonable
expectations of owner/user:

collects personal information

interferes with the owner's ability to control
their device

changes settings or preferences without the
owner's knowledge

interferes with data or prevents the owner from
accessing it

causes device to communicate with another
without knowledge of the owner

installs software that can be activated by a
third party

Must:

* make this clear & prominent when
requesting consent

» describe program's material
elements, purpose and reasonably
foreseeable impact on operation of
computer system

» be separate and apart of the licence
agreement or EULA

31
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None of this enhanced consent applies if the only data collected, used or communicated is "transmission data" (defined term)
Person who receives enhanced consent must:
for 1 year after installation, ensure consenting person is provided with electronic address through which to request program's removal
if consent based on inaccurate description, if receive request within that 1 year, must assist in removing program without cost to user


Alteration of Transmission Data

(July 2014)

O Prohibition on causing an electronic message to
be sent to a destination that is different from that
which the sender specified in the course of a
commercial activity

O Unless express consent obtained (or you are a
TSP)

O Consent must clearly and simply describe why,
and for what purpose, consent is being
requested, as well as provide the identity of the
requester

O Right to withdraw consent must be stated

32
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Transmission data defined – basically data that does not reveal the contents of the communication

This process of interception and rerouting of data is frequently used in “phishing” scams, in which confidential information (such as online banking information and passwords) is sought or where internet users are re‐directed to fraudulent websites so that personal information may be obtained directly. CASL seeks to prevent such activities by broadly prohibiting the alteration of transmission data.

Doesn't apply to TSPs who do it for purposes of managing network traffic

CRTC Guidelines: separate consent from CEM and installation of computer program consent.



Address Harvesting & Hacking

(July 2014)

O Address Harvesting DOCTOR FUN _ e som
= cannot collect electronic address with a ig
computer program designed primarily for 3
generating or searching for, and collecting, BE E;
electronic addresses P g ;;

= cannot use an electronic address collected by - E %
such a program 3 ét

O Personal Information Harvesting

= cannot collect personal information through any
means of telecommunication by accessing a
computer system in contravention of an Act of
Parliament

= cannot use personal information collected that .
way 6o el s e
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Amendments to PIPEDA.







DAVIES

Enforcement

O Who enforces CASL?

= Canadian Radio-television and Telecommunications Commission
(CRTC)

= Competition Bureau
= Office of the Privacy Commissioner of Canada

U What investigatory/enforcement powers are available under
CASL?

= Warnings, demands, notices & search warrants

O CASL applies broadly

= extra-territorial application
» information-sharing

35
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Who enforces CASL?
CRTC primary enforcement body  for sending of non-compliant CEMS, altering transmission  data and installation of computer programs
Competitition  Bureau – misleading & deceptive marketing practices, including misleading sender/subject matter info
Privacy Commissioner – collection of personal information  through computer systems, electronic address harvesting
CASL authorizes them to cooperate and share info to facilitate enforcement.
MOU between three entities of Jan. 2014 – recognition of potentially overlapping mandates and process for information sharing
Can opt for joint or parallel investigations
Where Competition Bureau elects to pursue enforcement under the criminal provisions of Competition Act co-operation ceases
As of July 1, 2014, consumers will be able to electronically report spam received
What investigatory/enforcement powers are available under CASL?
CRTC can appoint enforcement officers who can:
seek search warrants on ex parte basis for violation of notice/form requirements;
issue preservation demands to telecommunications providers to preserve transmission data;
issue "notices of violation" that prescribe, among other things, amount of administrative monetary penalty (AMPs) to be paid for violation and allows defendant to make submissions to CRTC in response;
CASL applies broadly and has extra-territorial application
violate anti-spam provisions if computer system in Canada is used to send or access the CEM
violate anti-spyware provisions if computer system in Canada used to send, route or access the electronic message (even if sender outside of Canada)
CASL also allows for sharing of information with international counterparts
Not just limited to violations of CASL, but also to contravention of misleading representation provisions if involves "electronic means"




Penalties/Remedies

“If you think
compliance is
expensive -

try non-compliance.”

Former U.S. Deputy Attorney General Paul McNulty

DAVIES

O AMPS: CRTC can impose significant
"administrative monetary penalties" for violations

0 AMPS may be assessed per violation

0 Maximum AMPS:
= Individuals — up to $1,000,000
= Everyone else — up to $10,000,000

O Competition Act:
=  AMPS Individuals — up to $750,000 (first)
or $1M (for subsequent)

= AMPS Everyone else - $10M (first) or
$15M (for subsequent)

= Criminal: Fine + Jail - up to 14 years (on
iIndictment)
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Decisions of CRTC can be appealed to Federal Court of Appeal
Order to pay AMPs may be recovered in Federal Court
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Penalties/Remedies (cont'd)

O Personal liability: Directors, officers, agents of a
corporation that commits a violation are personally liable
|E "they directed, authorized, assented to, acquiesced in
or participated in the commission of the violation, whether
or not the corporation is proceeded against"

O Vicarious liability: Corporation vicariously liable if
employees or agents committed violation while acting
within the scope of their authority

O Aiding/Inducing: CASL prohibits aiding, inducing,
procuring or causing to be procured "any act" that is
contrary to form and consent requirements

O Due diligence defence (reverse onus)
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Penalties/Remedies (cont'd)

O Undertakings: Can enter into voluntary undertakings with
CRTC and pay fine
» terms of undertakings would be public BUT would
preclude future issuance of notice of violation AND private
actions

O Private Actions (as of July 2017):

= available for any person who alleges that are affected by
contravention of CEM provisions, computer spyware
AND/OR misleading representations provisions

= order may include damages AND AMPs
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Private Action
3 year limitation period irrespective of discoverability
Separate set of AMPS thresholds and caps solely for misleading advertising violations and on a per email per day
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Penalties/Remedies (cont'd)

O Offences:
= fail to comply with demand, notice or warrant

= obstruct, hinder, knowingly make false or misleading
statements or provide false or misleading information
to a person carrying duties under CASL

O Fines for offences:

individuals up to $10,000 first offence, up to $25,000
second offence

= everyone else up to $100,000 first offence, up to
$250,000 second offence

O Director liability and employer vicarious liability for
offences
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Case Study: Near-Field Tracking

Tuesday, March 25, 2014
Businesses seek to capitalize on your smartphone’s digital trail:
Your smartphone leaves a trail wherever you go

On Friday nights, Czehoski offers up a rock band; on Sundays, Mondays and Tuesdays, the
Queen West restaurant and bar’s upper level is closed off. Both were decisions made by
general manager Jeremy Schertzer after consulting the digital trail his customers sometimes
unwittingly leave behind. “We use it to determine demographic trends,” Schertzer said, adding,
“| always thought it was a younger crowd than it is.”

In an effort to cater to a business’s demographic and optimize staffing as well as marketing,

more companies are turning towards technology, taking advantage of Wi-Fi signals emitted by
smartphones. The signals, a 12-digit code called a MAC address that’s particular to a specific
phone, emit 24/7, regardless of whether a person is actively attempting to connect with Wi-Fi.

Companies like Toronto-based Turnstyle Solutions set up sensors to capture them, allowing
them to build anonymous customer profiles based on signal strength. Sometimes they can go
a step further, offering options to opt-in when people sign in to a Wi-Fi hot spot enabling them
to learn everything (with permission) from age and gender to personal contact information.
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Case Study (cont'd)

1. Is the MAC address personal information?

2. Does intercepting the WiFi signal contravene
CASL?

3. Can you ask for opt-in to tracking as part of WiFi
sign-in?

4. |s WiFi really "free" if agreeing to be tracked is a
condition of use or Is "free" misleading?
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Maybe – although MAC address anonymous, your TSP will be able to match that code and know it is you.  If you cannot tie the MAC to the IP address, then not receiving personal information.
No – likely not.  If that is all you're doing and what is being broadcast is not personal information.
Not by email or text.  Similarly, can't ask for consent to send CEMs as part of WiFi sign-in, unless perhaps have notice in store that clearly indicates what accessing WiFi will require.
Maybe, maybe not. 


Questions

We frequently obtain addresses of potential clients/customers at
trade shows by them filling out a small entry for random draws and
giveaways etc. We often, but not always, have an express box that
they can check to opt out of any future emails etc.

If we email the clients whose names we obtained this way is this a
breach of the legislation?

Also, what if one of our current clients provide us with an email

address of someone they wanted to refer to us and we follow up with
them directly?
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Next Steps:

Getting Ready for CASL

1. Assess where/how/when you may be caught

Electronic messages: e-mails, newsletters, social media, text?
Computer programs: website, apps?

Do you collect/harvest "personal information"?

Avoid misleading subject lines, sender info, URLS, content

Do you use third parties, do you cover affiliates/partners?

2. Review your consents and tracking

Do you have/need express or implied consent?
How do you get consents and do they comply with CASL?
Consider converting implied consents to express consents
How do you track, record and update consents?

3. Review your unsubscribe mechanisms

. Do they meet incoming CASL requirements?
. Implement procedures to give effect to unsubscribes within your
organization and across third parties/partners
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Next Steps (cont'd):

Getting Ready for CASL

4. Review your form disclosures

. Do your CEMs meet CASL's form requirements?

. Do computer programs have the requisite disclosure (enhanced)?
5. Review your contracts with third parties/partners

. Do you need specific covenants re: compliance with laws?
. Do you have indemnities and other protections from liability?
. Consider access to and audit rights of third party records

6. Update compliance policies and provide training

. Assess and update policies and training needed to ensure consistency
throughout operations, including vendors/partners
. Document training sessions and keep copies for due diligence

. Implement internal controls and reporting
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